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RESOLUTION RATIFYING AND AUTHORIZING EXECUTION OF
AN INTERLOCAL AGREEMENT BETWEEN FORSYTH COUNTY
PUBLIC HEALTH DEPARTMENT AND APPALACHIAN DISTRICT HEALTH
DEPARTMENT TO FUND THE DEVELOPMENT AND IMPLEMENTATION
OF THE NORTHWEST PARTNERSHIP FOR PUBLIC HEALTH
(FORSYTH COUNTY DEPARTMENT OF PUBLIC HEALTH)

BE IT RESOLVED by the Forsyth County Board of Commissioners that the
attached interlocal agreement between Forsyth County Public Health Department and
Appalachian District Health Department to fund the development and implementation of
the Northwest Partnership for Public Health, is hereby ratified as required by N.C.G.S.
160A-461, and the Chairman or County Manager, Public Health Director and the Clerk to
the Board are hereby authorized to execute the attached Memorandum of Understanding,
on behalf of Forsyth County, and its Public Health Department, subject to a pre-audit
certificate thereon by the Chief Financial Officer, where applicable, and approval as to
form and legality by the County Attorney. The original contract is incorporated herein by
reference. (Contract Control #2015-0206-00)

BE IT FURTHER RESOLVED that the Chairman or County Manager, Public
Health Director, and Clerk to the Board are hereby authorized to execute amendments
and addenda to the above Agreement, as necessary to continue the services during the
current fiscal year, within budgeted appropriations, subject to a pre-audit certificate
thereon by the Chief Financial Officer, where applicable, and approval as to form and
legality by the County Attorney.

BE IT FURTHER RESOLVED that this resolution ratifying interlocal
cooperation between Forsyth County Public Health Department and Appalachian District
Health Department is hereby spread upon the minutes of the Forsyth County Board of
Commissioners.

Adopted this the 13" day of October 2014,
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APPALACHIAN DISTRICT HEALTH DEPARTMENT

MEMORANDUM OF UNDERSTANDING

- THIS MEMORANDUM OF UNDERSTANDING is made and entered into this
2 day of July, 2014, to be effective from and after July 1, 2014, until June 30, 2015, or as
terminated as set forth herein, by and beiween Forsyth County Health Department,
hereinafter referred to as the Forsyth CHD, and APPALACHIAN DISTRICT
HEALTH DEPARTMENT, hereinafter referred to as ADHD.

WITNESSETH:

THAT WHEREAS, the Forsyth CHD and ADHD have agreed to an arrangement
to provide setvices as described below with the intent that ADHD and Forsyth CIID work
togather in whatevex-wrays are reasonable, appropriate, and possible to facilitate access to
improve the public’s health in the communities served; and

WHEREAS, both parties desire to reduce the terms of this agreement to writing
in the form of this Memorandum of Understanding (hereinafier “MOU”);

NOW, THEREFORL, for and int consideration of the mutual promises to each
other as hereinafler set forth, the parties hereto do mutually agree as follows:

I. ADHD will provide:

a) Administrative support for meeting minutes, meeting notices, etc.

b) Coordination of development and implementation of Northwest Partnership for

- Public Health business plans, programs, surveys and studies.

¢) Narrative and statistical reports reflecting Northwest Partnership for Public Health
activity. ' .

d) Annual budgets for review, track revenue and expenditures, maintain, financial
accountability, in collaboration with the fiscal agency and provide reports.

e) Participation in local regional events related to core public health functions as

- “directed,” """ : '

f) Public relations activities on behalf of the Northwest Partnership for Public
Health to raise public awareness and understanding of the Northwest Partnership
for Public Health and support for Northwest Partnership for Public Health’s
initiatives,

g} Management activities of the Northwest Partnership for Public Health, including
project action steps and timelines, media/ public relations plan, etc,

h) Coordination of the activities of Northwest Partnership for Public Health
members, consultants and others in order to achieve Northwest Partnership for
Public Health goals and objectives. '
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i) Means to secure external funding and/or grant opportunities for sustainability of
_ Northwest Partnership for Public Health activities and the implementation of
program plans as divected.

I, The Forsyth CHD will pay ADHD for services rendered as follows: $2,500

HI. Should either party have questions or concerns, or require a change to this MOU,
written request should be given to the other party.

IV. Both parties to this MOU agree:

1. To abide by all laws and regulations governing the confidentiality of patient
information, and further agree to safeguard privileged information, and comply
with HIPAA (HealthCare Insurance Portability and Accountability Act).
Contemporaneously with the signing of this MOA, the parties will execute a
“Business Associate Agreement” in which ADHD is the “Covered Entity” and
Forsyth CHD is the “Business Associate.” Said Business Associate Agreement is
made a part of this MOA and is incorporated herein by reference,

2, To assure that no person, solely on the grounds of race, color, age, religion,

bandicap, sex, or national origin, is excluded from participation in, is denied the

~ benefits--of;~er is subjected to discrimination under any program or activity
covered by this MOU.,

3. To abide by all laws and regulations governing all other activities contemplated by
this MOA specifically including those statutes listed on the “Siate Certification”
form exccuted by Forsyth CHD as “Contractor” which is made a part of this
MOA and is incorporated herein by reference.

VI. 1t is understood and agreed between the Forsyth CHD and ADHD that the payment
and/or services specified in this MOU, its continuaiion, or any renewal or exiension
thereof is dependent upon and subject to the allocation or appropriation of funds for the
putposes set forth in this MOU and/or availability of appropriate staff to provide
designated services.

VII Both parties to this MOU agree to abide by the standards, rules, and regulations of
ADHD, or to provide such information to allow the Contract Administrator to comply
with these standards, rules, and regulations.

VIII. Beth G. Lovette, Health Director of ADHD, is designated as the Contract
Administrator under this MOU,

. *munld

IX. Either party may terminate this MOU, with or without cause, by giving 30 days
written notice to the other party. If this MOU is terminated, ADHD shall be reimbursed
for all services rendered pursuant to this MOU prior to the termination date.
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X. Neither party may subcontract nor assign any portion of this MOU without the
prior written consent of the other party.

XI.  Itis understood and agreed by all parties that the Forsyth CHD shall operate as an
independent contractor and not as an employee of ADHD, and that ADHD shall not be
responsible for any of the Forsyth CHD’s acts or omissions. The Forsyth CHD agrees to
indemnify and hold WDHD harmless from and against any and all claims made for acts or
omissions of the Forsyth CHD. The Forsyth CHD further agrees to carry adequate
malpractice and liability insurance in Forsyth CHD’s name and at Forsyth CHD’s
expense.

X1, This MOU and any documents attached or incorporated specifically by reference
sets forth the entire agreement of the parties with respect to the subject matter hereof and
supersedes any prior or contemporaneous oral or written agreement, and all other
communications between the parties relating fo such subject matter, This MOU may not
be amended, changed, modified, altered, or terminated except in writing and with the
same formalify as this MOU is execuied.

IN WITNESS WHEREOF, the Forsyth CHD and ADHD have executed this MOU, in
duplicate originals, one of which is retained by each of the parties. '

Health Depariment: Forsyth County Health Department

By: R/M«A Ww

Marlon Hunter
Health Director
Forsyth County Health Department

Date;

This instrument has been pre-audited in the manner
required by the Local Government Budget and Fiscal
Contro] Act.

By:

Date;

f By: géﬁ) Lredts
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.Beth G. Lovette, RN, BSN, MPH
Health Direcior
Appalachian District Health Department

Date: O'?’[ A ,‘ t‘—'f

This instrument has been pre-andited in the manner
required by the Local Government Budget and Fiscal

Control Act.
gl Scar Tl
Angela R.{$cott, ADHD Finance Officer " Daie

L Y




State Certification
- Contractor Certlfications Required by North Carolina Law
~ Instructlons

The person who signs thls document should read the text of the statutes listed below and consult with counse! and other’
knowledgeable persons before slgning.

» The text of Arficle 2 of Chapter 64 of the North Carollna General Statutes can be found online at:
hitp://www.ncga. state ne.us/EnaciedLeglslation/Statutes/PDF/ByArticle/Chapter 64/Article 2.pdf

s  The lext of G.S, 105-164.8(b) can bs found online af;
hitp:/fiwww.nega.slate.nc.us/Enactedlegislalion/Statutes/PDE/BySection/Chapter 105/GS 105-164.8.pdf

¢ The lext of G.S. 143-48.5 {S.L. 2013-418, s. 2.{d)) can be found online at:
hitp://www. ncga.slate.nc.us/Sessions/201 3/Bills/House/PDF/H786v6. pdf

s The text of G.S. 143-59.1 can be found online at:
hitp:/lwww.ncga.state.nc.us/EnactedL egistation/Sialules/PDFIBySection/Chapter 143/GS  143-59.1.pdf

* The text of G.S. 143-59.2 ¢an be found online at:
hitp://www.ncga. state. nc.us/Enacledlegislalion/Statutes/PDF/BySection/Chapter 143/GS _143-59.2.pdf

s Thetexl of G.S. 147-33.85(g) (S.L. 2013-418, s. 2.{e)) can be found online at:
htip:/lmww.ncga. state.ne.us/Sesslionsf2013/BlllsiHouse/PDF/H7 86v6. pdf

Certlflcations

(h Pursuant to G.S, 143-48.5 and G.S. 147-33.95(g). the undersigned hereby cerlifies that the Contractor named
below, and the Conlraclor's subcontraclors, complies with the requirements of Arlicle 2 of Chapler 84 of the NC
General Stalutes, including the requirement for each employer wilh more than 25 employees in North Carolina {o
verify the work authorization of its employees through the federal E-Verify system." E-Verify System Link:

WWW.USGig.gov

(2) Pursuant to G.S. 143-59.1(b), the undersigned hereby certifies that the Coniraclor named below Is not an
“Insligible Contraclar” as set forth In G.S. 143-59.1(a) because:

(a) Neither the Contractor nor any of iis affiliales has refused lo collect the use fax levied under Asticle 5 of
Chapler 105 of the General Stalutes on its sales delivered to North Carclina when the sales met one or
more of the conditions of G.S. 105-164.8(b); and

(b)  [check one of the following boxes)

W Nellher the Confraclor nor any of its affiliates has Incorporated or reincorporated In a "tax haven
country” as set forth In G.S. 143-59,1(c)(2) after December 31, 2001; or

O The Contractor or one of Its afflliales has incorporated or reincorporated in a “tax haven couniry”
as sef forth in G.S. 143-59.1{c)(2) after December 31, 2001 but the United States is nof the
princlpal market for the public trading of the stock of the corporalion incorporated in the tax haven
country.

{3) Pursuant to G.8. 143-59.2(b), the undersigned hereby certtifies that none of the Contractor’s officers, directors, or
owners (if the Conlractor is an unincorparated business entiiy) has bean convicled of any viclation of Chapter 78A
of the General Slalutes or the Securities Act of 1933 or the Securities Exchange Act of 1934 within 10 years
immediately prior lo the date of the bid solicliation,

{4) The undersigned hereby certifies further that:

(a) He or she is a duly authorized representative of the Contraclor named below;
Contractor Certifications Required by North Carolina Law Page 1 of 2




(b) He or she is authorized to make, and does hereby make, the foregoing certifications on behalf of the
Contraclor; and

(c) He or she understands thal any person who knowingly submits a false certlfication in response to the
requirements of G.S. 143-59.1and -59.2 shall be guiity of a Class | felony.

Vorsgon - Cowty Degt & Pubtic Heatn
WMP | '5/2&-'//5/

Signalure of Contractor's Authorized Agent Date '
Marion Hunier HC4 H Divectn -
Printed Name of Contractor's Aﬂ?rized Agent Title
Gn Mfw Iibuna] Heabth Semcis  Minidrafar
Signatute of Witness _ _ Title
, ul'n‘f an (. ShWar‘l' £- 2614
Printed Name of Witness Date

The witness should be present when the Conlractor's Authorized Agent signs this certification and should sign and date
this document immediately thereafter.

Contractor Certifications Required by North Carolina Law Page 2 of 2




BUSINESS ASSOCIATE AGREEMENT

This Business Associale Agreement (“Agreement’) |s entered inlo by and between Apgalachian
District Health Department. (lhe *Covered Entity”} and Lo ca ) (s t
(ihe "Business Assoclate® or "BA") (colleclively referred to heréin the "Parfies” or individudlly as a "Parly")
to be effective as of the 1% day of July, 2013. ("Effective Date”).

WHEREAS, Covered Enlity has a business relationship with Business Associate thal is
memorialized in a separate agreement(s) (the “Underlying Agreement’) pursuant to which Business
Assoclate may be considered a "Business Assoclale” of Covered Enlity as defined in fhe Heallh
Insurance Portability and Accountabllity Act of 1998 (*HIPAA") Including all pertinent regulations (45 CFR
Parts 160 and 64) issued by the U.S. Department of Heallh and Human Services as ellher have been
amended by Subtille D of the Health Information Technology of Economic and Clinical Health Act (the
“HITECH Act), as Title XIlI of Division A and Title IV of Division B of the American Recovery and
Reinvestment Act of 2009, 42 U.S.C. §§ 17921, 17931-17932 & 17934: and

WHEREAS, the nature of the contracmai relationship belween Covered Entity and Businass
Associate may Involve the disclosure of Protected Heailh Information (“PHI") as that term Is defined under

HIPAA; and

For good and lawful consideration as set forth in the Underlying Agreement, Covered Entily and
Business Associate enter into this Agreement for the purpose of ensuring compliance with the
requirements of HIPAA, its implementing regulations, the HITECH Act and the laws of the State of North

Carolina.

NOW THEREFORE, In consideration of the mutual covenants contained herein which are made a
contraclual part hereof and other good and valuable consideration, the recsipt and sufficiency of which is
hereby acknowledged, intending to be legally bound, the Parties hereby agree as follows:

Sectlon 1. Deflnltions.

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those
terms in the Privacy Rule.

(A) “Breach” shall have the same meanling as {he term “breach” in the HITECH Act, 42U.S.C. §

17921, which states that, in general, "the term 'breach’ means the unauthorized acquisilion,
access, use, or disclosure of protacted heallh information which compromises the security or
privacy of such informatlon, except where an unauthorized person to whom such information is
disclosed would not reasonably have been able to retain such information.”

(B) "Deslgnated Record Sel" shall have the same meaning as the term “designated record set” in 45
CFR § 164.501.

(C) "Electronlc Health Record” shall have the meaning given to such term in the HITECH Act, which
is an electronic record of health-refated information on an Indlvidual that ls crealed, gathered,
managed, and consulted, by authorized health care cliniclans and staff.

(D) “Electronic Prolected Health Information” or “ePHI” shall mean Prolected Heaith information that
is maintained in or transmitted by electronic media.

(E) “Individual® shall have the same meaning as the tarm "indlvidual® in 45 CFR § 164.501 and shall
include a person who quallfies as a personal representative In accordance with 45 CFR §

164.502(g).

(F) “Privacy Rule” shall mean the Standards of Privacy of Individually Identifiable Health Information
al 45 CFR Part 160 and Part 164, Subparts Aand E, as amended by the HITECH Act and as
may otherwise be amended from time {o time.




(G) "Protected Health Information” or "PHI" shall have the same meaning as the term "PHI" in 45 CFR

§ 164.501, limited to the information created or received by Business Associate from or on behalf
of Covered Entity. In general, vheallh information® means Informatton in any form that relates to
the past, present, or future physical or mental health or condition of an individual; the provision of
health care of an individual; or the past, present, or fulure payment for the provislon of health care
to an individual. “Prolected health information,” for purposes of lhls Agreement, is health
information that identifies the individual or can reasonably be used to identify the individual.

(H) “Required By Law” shall have the same meaning as the term "required by law” in 45 CFR §
164.501.

(I} "Secretary” shall mean the Secretary of the U.S. Department of Heallh and Human Services of
his designee.

(J) "Unsecured PHI" shall mean PHI that is not rendered unusable, unreadable or indeclpherable to
unauihorized individuals through the use of a technology or methodology specified by the
Secretary of HHS in guidance or as olherwise defined in § 13402(h) of the HITECH Act.

(K) “Unsuccessful Security Incidents” shall mean activily such as pings and other broadcast altacks
on firewalls, port scans, unsuccessful log-on attempts, denials of service and any combination of
the above, so long as no such incldent results in unauthorized access, use or disclosure of

electronic PHI.
Sectlon 2. Permlitted Uses and Disclosures by Buslness Assoclate.

Except as otherwlse limited in the Underlylng Agresment and/or this Agreement, Business
Assoclate may use or disclose PHI to perform funclions, aclivitles, or services for, or on behalf of,
Covared Entity as specified In this Agreement, provided that such use or disctosure would not violate the
Privacy Rule or the HITECH Act if done by Covered Enlity or the rinimum necessary policies and
procedures of the Covered Entity, as follows:

(A) Permilted Uses. Excepl as otherwise limited in thls Agreement, Business Associate may use PHI

for the proper management and administration of the Business Associate or lo carry out the legal
responsibilities of the Business Assoclate. Business Assoclate shall not use PHI in any manner
that would constitute a violation of the Privacy Rule or the HITECH Act if so used by the Coverad

Entity.

~{B) Data Aggregation. Business Associate may use PH to provide Dala Aggregation services to
Covered Entily as permitted by 45 CFR § 164:504(e)(2)(i)(B) o the axtent specifically required

under the Agreement.

(C) Permifled Disclosures. Business Associate shall not disclose PHI except for the purpose of
performing the Business Associate's obligations under ihe Underlying Agreement of this
Agreement. |f Business Assoclate discloses PHI to a third party, Business Assoctate must obtain,
prior to making any such disclosure, (i} reasonable written assurances from such third party that
such PHI will be held confidential as provided pursuant to this Agreement and only disclosed as
required by law or for lhe purposes for which It was disclosed to such third party, and (il) a wrilten
agreement from such third party to notify Business Associate within 24 hours of the discovery of
any breaches, as defined in Section (D){1), or suspected breaches of confidentiality of the PHI.

(D) Reporting Violations. Business Associate may use Protected Heallh Information to report
viclations of the law to appropriate Federal and State authorities, consistent with 164.502()(1).
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Sectlon 3. Prohiblted Uses and Disclosures.

(A

(8)

©

(D)

Fundraising & Marketing. Business Associate shall not use or disclose PHI for fundralsing or
marketing purposes or any other purpose not permitted by this Agreement, the Underlying
Agreement or the Privacy Rule or HITECH Act. '

Restriclions. Business Associate shall not disclose PHi to a health plan for payment or health
care operafions purposes If the patient has requested this special restriclion, and has pald out of
pocket in full for the health care item or service fo which the PH! solely relates, as required by 42
U.S.C. § 17935(a).

Remunerafion. Business Associate shall nol directly or indlrectly recelive remuneration in
exchange for PHI, unless Covered Enfity obtains a valld Authorization from lhe Individual
Including specificallons of whether the PHI can be further exchanged for remuneration by the
recelving entlly or as permilted by the HITECH Acl, described in 42U.8.C. § 17935(d)(2).
Business Associate shall not directly or indireclly recelve payment in exchange for making certain
communications to individuals about a non-healthcare related or third party product or service
ihat encourages the recipient to purchase or use the product or service unless (i) the
communicalion describes only a drug or biologic that is currently being prescribes for the recipient
of the communication; or (i) Covered entity obtalned a valid Authorization from the Individual.
However, Business Associate can make such a communication on behalf of the Goveréd Entity,

-within the scope of the Business Associate contract, and received This prohibition shall not affect

payment by Covered Entity to Business Assoclate for services provided pursuant to the
Underlying Agreement.

'Re-croation of Information. Business Assaciale may not use PHI recelved or created pursuant to

the Agresment lo create information ihal Is not individually {dentlfiable health informafion (De-
identified Information), unless specifically provided In the Agresment or unless Coverad Entily
gives ils written permission to do so, in writing and in advance. Such permission may be withheld
in the sale ownership of any De-ldentified Informatlon, uniess Covered Enlity speclfically agrees
otherwise in writing, In advance of its creation by Business Assoclate.

Sectlon 4. Obligatlons and Activitles of Buslness Assoclate.

(A)

(B}

(€)

Compliance. Business Assoclate shall be directly responsible for full compliance with the
relevant req_ulrements of the Privacy Rule and the HITECH Actto the same exlent as Covered

Entity.

Appropriate Safeguards. Business Assoclate shall implement appropriate saleguards as are
necessary to prevent the use or disclosure of PHI and electronic PHI, otherwise than as permitied
by the Underlylng Agreement or thls Agreement, Including, but not lmited to, administrative,
physical and technical safeguards that reasonably and appropriately protect the confidentialily,
integrity and availability of the PHI and elactronic PHI, in accordance with 45 CFR §§ 164.308,
164.310, and 164.312. Business Assoclate shall comply with the policles and procedures and
documentation requirements of the HIPAA Security Ruls, including but not iimited to, 45 CFR §
164.316 and the HITECH Act, 42 U.S.C. § 17931.

Business Associale's Agents. Business Associate agrees to ensure that any agent, including a
subcontracter, to whom it provides PHI received from, or created or received by Business
Associate an behalf of Covered Entity, agrees to the same restrictlons and conditions that apply
through this Agreement lo Business Associate with respect fo such [nformalion. This provision
shall not, however, be deemed to provide Business Assoclate wilh a right to assign or
subcontract its responsibllilies, except as specifically provided in the Underlying Agreement. In
the event Business Associate creates, maintains, recelves or transmits electronic PHI on behalf
of the Covered Entily, Business Assaclale shall implement lhe safeguards required by the
Section 4(B) above with respect to electronic PHI.
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(D) Duiies of Business Associate Involving Breach or Unauthorized Access, Use or Disclosure of
PHL.

(1) Discovery of Breaches. A Breach shall be treated as discovered by Business Associale as of
the first day on which such Breach is known to the Business Assoctats, or by exercising
reasonable diligence would have been known fo the Businass Associate.

(2) Reporting of Improper Access, Use or Disclosure. Business Associate shall report to
Covered Entity in wriling of any access, use or disclosure of PHI not permitted by this
Agreement or the Underlying Agreement, and any Breach of Unsecurad PHI of which it
bacomes aware within 10 days of discovery. Wrilten notice shall conlain: (a) the date of
discovery of the Breach; (b) a listing of the identification of individuals andfor classes of
individuals who are subject lo the Breach; and (c) a general description of the nature of the
Breach. Business Associale shall provide Covered entity with updates of information
concerning the details of such Breach and the final results of ils Risk Assessment as required
in Section 4(D){4) as needed to ensure that such Informatlon remains cusrent.

(3) Notiftcation of Breach. Business Associate shall notify Covered Entliy within 72 hours after
discovery of any suspected or aclual breach of securly, intruslon or unauthorized use or
disclosure of PHI of which Business Associate hecomes aware and/for any actual or
suspected use or disclosure of data in violation of any applicable federal or state laws or
regulations. Business Associate shall take prompt corrective action to cure any such
deficiencles and any actlon pertalning to such unauthorized disclosure required by applicable

federal and state laws and regulations.

(4) Risk Assessinent and Investigation. Business Associate shall perform an appropriate risk
assessment immedlately following the discovery of any unauthorized access, use or
disclosure of PHI to delermine whether use, access, or disclosure s one that “poses a
significant risk of financlal, reputational, or other harm to the individual.® In performing {he
Risk Assessment, business Assaciate should consider a combination of factors such as: (a)
who impermissibly used the PHI or to whom the PH! was Impermissible dlsclosed; (b) was
the impermissibly disclosed PHI returned prlor to it being accessed for improper purpose; and
(c) the type and amount of PHI involved In the impermissible use or disclosure. The resulls
of such Risk Assessment shall be provided to Covered Entity In writing without unreasonable
delay and in no case later than 30 days from the date of discovery of the unauthorized
access, use or disclosure, unless the Parlles mulually agree to extend such 30 day deadtine
or if a law enforcement ofiiclal determines {hat a nolification would impede investigalion of
cause damage to national securlly. In addition to the Risk Assessment conducted by
Business Associate, Covered Entily reserves the right to conduct its own investigation of any
unauthorized access, use or disclosure of PHI occurring al any facility, sile or location of
Business Associate, its agents or subcontractors or through any systems under the control of
the Business Associate, its agents or subcontractors. Business Assoclate shall cooperate
with Covered Entity to conduct such investigation. Covered Entity agrees to provide advance
notice of such Investlgation and to protect the confidentiality of all confidential and proprietary
informalion of Business Assoclate to which Coverad Entity has access during the course of
such investigation.

(5) Mitigation of Harm. Inthe event of a Breach of Unsecured PHI, Business Associate agrees
to mitigale, to the exlent practicable, any harmful effect that is known to Business Associate
of a use or disclosure of PHI by Business Associate in violation of the requirements of this
Agreement or the Underlying Agreement, such as prompily obtaining assurance from the
recipient that the Information will not be furiher used or disclosed in a confidentiality
agresment or will be deslroyed.

(6) Ntificatlon to the Individual. 1t Is the sole responsibllity of the Covered Entily to notify ils
patients of any breach of PHI. Al no time, is the Business Associate to conlact or speak
directly to any of Covered Entity's patientsfindividuals who are the subject of any Breach,
Any such inquirles should be directed to the Covered Entity's Compliance and/or Privacy
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Officer. Business Associales shall cooperate with Covered Entity as necessary lo provide
such notification and any details pertaining to any Breach of PHI. The Business Associate
agrees to pay aclual costs for notification and of any assoclated mitigation Incurred by
Covered Entity, such as credit monitoring, if Covered Enlity determines that the breach Is
significant enough to warrant such measures. :

(7) Cooperation of Law Enforcement. Business Assoclate shall cooperate with Covered Entity in
the evenl law enforcemant officlals institule an investigation that involves a Breach of PHI

under this Agreement.

(8) Natification to Media. Fora Breach of Unsecured PHI involving more than 500 individuals, it
s solely the responsibilily of Covered Entily to notify the medla and appropriate law
enforcement and federal and staie agencles as raquired by the HITECH Act, 45 CFR §
164.408. At no {ime is the Business Assoclate to contact or speak direclly to the media
without the prior authorizatlon of Covered Entity. Business Associate shall cooperate wilh
Coverad Entity as necessary to provide such notification to the media.

(9) Unsuccessful Securily Incldents. The partles agree that this section salisfies any notices
necessary by Business Associate to Covered Entily of the ongoing existence and occurrence
of attempled, but Unsuccessful Security Incldents (as defined in Sectlon 1.)

(E) Access to PHI. Business Associate agrees lo provide access, at the request of Covered Entity,
and in a ime and manner mutually agreed upon by both parlies, to PHI in a Designated Record
Set, to Covered Enfity or, as direcled by Govered Entity, to an Individual in order to meet the
requirements under 45 CFR § 164.524,

(F) Governmental Access to Records. Business Associate agrees to make its internal practices,
books, and records, Including policles and procedures relating to the use and disclosure of PHI
recelved from, or credit or received by Business Assaciate on behalf of, Covered Entity avallable
io the Covered Entity, or to he Secretary, for purposes of the Secretary determining Covered

Entity’s compliance with the Privacy Rule.

(G) Minimum Necegsary. Business Associale agrees to use, disclose, and request (i) to the extent
praclicable, only the limited data set of Protected Heallh Information excluding direct idenlifiers,
as defined in sec. 164.514(e)(2) of the HIPAA privacy rule; or, if needed by the entily, (ii) the
minimum necessary Protected Health Information to accomplish the intended purpose of the use,
disclosure, or request based on the Underlying Agreement. Business Assoclate agrees that prior
to a disclosure: Business Associate shall determlne what constilutes minimum necessary PHI to
accomplish the intended purpose.

(H) Data Ownership. Business Assoclale acknowledges Ihat Business Associate has no ownership
rights with respect to the PHL.

() Amendments of PHI, Business Assoclate agrees to make any amendment(s) to PHlina
Designated Record Set that the Govered Entity directs or agrees to pursuant to 45 CFR §
164.526 at the request of Coverad Entity or an Individual, in a time and manner mutually agreed
upon by both parties.

(J) Accounting of Disclosures. Business Associate and ils agents or subcontractors shall make
available to Coverad Enlity the Information required to provide an accounting of disclosures to
enable Covered Entity to fulfill ils obligations under the privacy Rule and the HITECH Act as
determined by Covered Entity. Business Assoclale agrees io Implement a process that allows for
an accounting to be collected and maintained by Buslness Associate and Its aganis or

_subcontractars for at least six years prior to the requast. However, accounting of disclosures
from an Electronic Heaith Record for treatmant, payment or health care operations purposes are
required to be collected and malntalned for only three years prior to the request, and onily to the
extent that Business Assoclale maintains an electronlc health record and is subject lo this
requirement. At a minimum, the information collected and maintained shall include: (i) the date
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of disclosure; (i) the name of the eniity or person who received the PH! and if known, the address
of the entity or person; (lii) a brlef description of PHI disclosed; and {iv) a brief statement of
purpose of the disclosure that reasonably informs the individual of the basis fro the disclosure, or
a copy of the individual’s authorization or a copy of the wirilten request for disclosure.

Section 5. Terms and Termination.

(A} Term. The Obligations of Business Associate set forth herein shall commence on the Effective
Date and shall terminate when the Agreement terminates and all of the PHI provided by Covered
Entity.to Business Associate, o created or recelved by Business Assoclate on behalf of Covered
Entity, Is deslroyed or returned to Govered Entity, or, If it Is infeasible to return or deslioy PHI, the

torms of this Agreement are extended to cover such information and survive termination of this

Agreement.

(B) Termination With Cause, Upon Govered Enlity's knowtedge of a material breach by Buslness
Associate to the terms of this Agreement, Covered Entily may terminate this Agreement, and
sever all business relationship with Buslness Associate, including, the termination of the
Underlying Agreement and any and all Agreements wilh Business Associate if the Breach
rernalns uncured for more than 15 days after Covered Entity gives wrilten nofice to Business
Associate of the Breach. The effective date of such termination will be the 16" dg? from the date
of the written notice of Breach. If Business Assoclate has successive breaches within a one year
period, then Govered Entity may lerminate this Agresment immediately upon writlen notice to the
Business Associate of the Breach.

(C) Immediale Termination. In the event Business Associale has breached a material term of this
Agreement and cure is not possible, Covered Entity may immediately terminate this Agreement,
and sever all buslness relationships with Business Associate, including, the termination of
Underiying Agresment and any and all Agreements wilh Business Associate. Covered Enlity
may report such violaiion o the Secretary,

(D) Eifect of Terminalton.

(1) Except as provided in Section 5(D)(2) of this Agreement, upon terminalion of the Agreament,
for any reason, Business Associate shall return or destroy all PHI received from Covered
Entity, or created or recaived by Business Associate on behalf of Covered Entily. This
provision shall apply to PHI thal Is in the possession of subcontractors or agents of Business
Assoclate. Business Associate shall retain no copies of the PHI.

{2) In the event that Business Associate determines that returning or destroying the PHI is
infeasible, Business Assoclate shall provide to Covered Entity nofification of the conditions
that make return or destruction infeasible. Business Assaclate shall extend the protections of
lhis Agreement fo such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for-so long as Business Assoclale
maintalns such PHI. : _

(3) The provistons of this Seciion 5(D) shall survive termination of this Agreement.

(E) Remedies In Event of Breach. Business Assoclate expressty acknowledges and agrees that the
breach, or threatened breach, by it of any provision of this Agreement may cause Covered Entily
io be irreparably harmed and that Covered Entity may not have an adequate remedy at law.
Therefore, Business Associate agrees that upon such breach, or threatened breach, Covered
Entity will be entitled to seek Injunciive relief to prevent Business Associate from commencing or
continuing any action conslituling such breach wilhout having to post a bond or other security and
without having to prove lhe inadequacy of any other available remedies. Nothing in this Section
5(E) will be deemed to limlt or abridge any other remedy available to Covered Enlity at law or in
equity. The provislons of this Section 5(E) shall survive termination of this Agreement.
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Section 8. Obligatlons of Covered Entity to Inform Buslness Assoclate of Prlvacy Practices
and Indlvidual Restrictlons.

{A) Notice of Privacy Praclices. Covered Enlity shall provide Business Assoclate with the nofice. of
privacy practices that Covered Enlily produces in accordance with 45 CFR § 164.520, as well as

any changes to such nofice.

(B) Changes In Permitted Use. Covered Entity shall provide Business Assoclate with any changes
In, or revocation of, permission by Individual to use or disclose PHI, If such changes affect

Business Assoclale’s permitted or requlred uses and disclosures.

(C) Restrictions of Use. Covered Entity shall notify Business Assoclale of any restriction to the use or
disclosure of PHI that Covered Entily has agread lo in accordance with 45 CFR § 164.522.

(D) Permissible Requests. Covered Enfity shail not request Business Associate to use or disclose
Prolected Health Information [n any manner that would not be permissible under the Privacy Rule
or HITECH Act if done by Covered Entity, unless the Underlylng Agreement Includes provisions
for, data aggregation or management and adminisiraive activities of Business Associate.

Section 7. insurance and Indemnification.

(A) Insurance. Commercial General Liabllity. Business Assoclate shall maintaln occurrence based
Gommerclal General Liability Insurance or equivalent form with a limit of not less than $1,000,000

per occurrence and $2,000,000 general aggregate. This pollcy shall include Bodily Injury,
Property Damage, Personal Injury, Advertising Injury and Products/Compleled Operations.

(B) Indsmnily. Business Associate hereby agrees to indemnily and hold harmless Covered Entity
and its parent corparation and subsidiarles, their directors, officers, agents, servants, and
employees {collectively “the Indemnilees”) lo the extent any claims, causes of actlon, liabilities,
judgments, fines, assessments, penaltles, damages, awards or other expenses of any kind or
nalure whatsoever, including, without limitation, reasonable attorney's fees, expert witness fees,
and costls of Investigatlon, litigation or dispute resolution to which the Indemnitees may become
subject or the result of any: (1} breach of this Agreement by Business Associalte; (ji) failure of
Business Associate to perform Its obligations hereunder; or (lii) negligence or legal fauit of
Business Assoclale, Its directors, officers, agants, or employees.

Section 8. General Provislons.

(A) Regulatory References, A reference in this Agreement to a section In the Privacy Rule and
HITECH Act means the section as in effect or as amended.

(B) Amendment. The Partles agree to take such aclion as is necessary to amend this Agreement
from time to time as Is necessary for Covered Entily to comply with all federal, state and focal
laws and regulatlons, including, but not limiled to, the requirements of the Privacy Rule, the
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191 and the HITECH
Act. This Agreement shall be changed, modified ar amended only by an instrument In writing
signed by a duly author8ized representalive of each of the Parlies, effective as of the dale
stipulated therein and altached hereto.

(C) Survival. The respective rights and obligations of Business Associate with respect to PHI shall
survive the termination of this Agreemant.

(D) Interpretation. Should there by any conflict between the language of this Agreement and any
other Agreement entered into between the Paities, the language of an provisions of this
Agresment shall confrol and prevall unless the Parties specifically refer in a subsequent written
agreement to this Agreement by its tille and date and specifically state thal the provisions of the
later writlen agreement shall conlro! over this Agreement. Any ambiguity in this Agreement shall
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be solved to permit Covered Entlty to comply with the Privacy Rule and HITECH Act.

(E) Governing Law. This Agreement shall be construed in accordance with, interpreted and
governed by the laws of the State of North Carolina without regard to any olher stale's coniticts of
law provisions. Any acfion or proceeding regarding this Agreement shall be Inslituted and
conducted In the parish where the Hospilal is located. The provisions of this Section 8(E) shall
survive the termination of this Agreemant.

(F) Notices. Any notices required or permitied hereunder shall be sufficiently given if sent by
reglstered or certificated mall, postage prepaid, or personally delivered, addressed or delivered to
the addresses sel forth below in the signatures of this Agreement or to such other addresses as
shall be furnished in writing by either party to the other party, and any such notice shall be
deemed to have been given, if mailed, as of the date mailed, and, if personally delivered, as of
the date delivered, Notices pertalning to unauthorized use or access of PHI or Breaches of PHI
shall be submilted to the Covered Entity’s Compliance andfor Privacy Offlcer with contact
information of Business Associale's designated representative responsible for investigating such

incidents.

(G) Entire Agreement, With regard to Ihe subject matter herein, this Agreement supersedes prior
discussions, agreements, understandings, and representations belween the Covered Enlily and
Business Associate.

Except as set forlh specilically above, the terms of the Underlying Agreement remain in full force and
effect.

IN WITNESS WHEROF, the parties have hereunto caused this Agreement to be executed as by law
provided.

APPALACHIAN DISTRICT HEALTH DEPARTMENT
By: By: ’_J,/»Mv_/

l ~ 1 .!
Title:  Health Director Tille: \—\€OLH’\A DHGW
Printed Name: Beth Lovetle Printed Name: /"L Iv"’/ ra fHZ,;f 1

Address: P.0. Box 309 Address: P 0 : %Y bgﬂ
Sparta, NC 28675 Winsuna. Satem NG Nisl-0b8r

Date: Date: % l W / Mf
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EXHIBIT A

NOTIFICATION TO (Covered Enlity)
BREACH OF UNSECURED PROTECTED HEALTH INFORMATION

This notification Is made pursuant to Sectlon 4(D) of the Business Associale between:

- (Covered Entity), and
| {Business Associate).

Business Associate hereby nolifles that there has been a breach of unsecured
(unencrypted) protected health information (PH!) that Business Associate has used or has had access to
under terms of the Business Assaciate Agreemant.

Dascriplion of the
breach;

Date of the breach:

Date of discovery of the breach:

Number of individuals affected by the breach:

The lypes of unsecured PHI that were involved In the breach (Example: full name, soclal securlly number,
date of birth, home address, account number, or disablllty
code);

Description of what Business Associate Is doing to invesligale the breach, to mitigate ioss, and to protect
against any further
breaches:;

Contact Information to ask queslions or learn additional Information:

Name:

Title:

Address:
Email Address:
Phone Number;
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Contract #2015-0206-00: Appalachian District Health Department

This instrument has been preaudited in the
manner required by the Local Government
Budget and Fiscal Control Act.

0123/2014 Sont. 1. %-\.._,Lr\

Date Director of Finance
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